Wireless Network
By. 

P.Victer Paul

Wireless networks use some sort of radio frequencies in air to transmit and receive data

instead of using some physical cables. The most admiring fact in these networks is that

it eliminate the need for laying out expensive cables and maintenance costs.

Wired Vs Wireless Networks

Advantages of Wireless Networks

· Mobile users are provided with access to real-time information even when they are away from their home or office.

· Setting up a wireless system is easy and fast and it eliminates the need for pulling out the cables through walls and ceilings.

· Network can be extended to places which can not be wired.

· Wireless networks offer more flexibility and adapt easily to changes in the configuration of the network.

Disadvantages of Wireless Networks

· Interference due to weather, other radio frequency devices , or obstructions like walls.

· The total Throughput is affected when multiple connections exists.
Wireless Networking devices can operate in one of the two modes: 

1. Infrastructure mode

2. Ad hoc modes

Ad-Hoc Mode in Wireless Networking

On wireless computer networks, ad-hoc mode is a method for wireless devices to directly communicate with each other. Operating in ad-hoc mode allows all wireless devices within range of each other to discover and communicate in peer-to-peer fashion without involving central access points (including those built in to broadband wireless routers). 

To set up an ad-hoc wireless network, each wireless adapter must be configured for ad-hoc mode versus the alternative infrastructure mode. In addition, all wireless adapters on the ad-hoc network must use the same SSID and the same channel number. 

An ad-hoc network tends to feature a small group of devices all in very close proximity to each other. Performance suffers as the number of devices grows, and a large ad-hoc network quickly becomes difficult to manage. Ad-hoc networks cannot bridge to wired LANs or to the Internet without installing a special-purpose gateway. 

Ad hoc networks make sense when needing to build a small, all-wireless LAN quickly and spend the minimum amount of money on equipment. Ad hoc networks also work well as a temporary fallback mechanism if normally-available infrastructure mode gear (access points or routers) stop functioning. 

Infrastructure mode in wireless networking
Infrastructure mode wireless networking bridges (joins) a wireless network to a wired Ethernet network. Infrastructure mode wireless also supports central connection points for WLAN clients. 

A wireless access point (AP) is required for infrastructure mode wireless networking. To join the WLAN, the AP and all wireless clients must be configured to use the same SSID. The AP is then cabled to the wired network to allow wireless clients access to, for example, Internet connections or printers. Additional APs can be added to the WLAN to increase the reach of the infrastructure and support any number of wireless clients. 

Compared to the alternative, ad-hoc wireless networks, infrastructure mode networks offer the advantage of scalability, centralized security management and improved reach. The disadvantage of infrastructure wireless networks is simply the additional cost to purchase AP hardware. 

Note that home wireless routers all feature a built-in AP to support infrastructure mode.

Here are key differences between the modes.

· Because Ad Hoc Mode does not require an access point, it's easier to set up, especially in a small or temporary network. 

· Infrastructure takes advantage of the high power of an access point to cover wide areas. Ad Hoc Mode connections are limited, for example between two laptops, to the power available in the laptops. 

· Because the network layout (the network topology) in Ad Hoc Mode changes regularly, system resources are taken just to maintain connectivity. 

· As the Ad Hoc topology changes, throughput and range will change, sometimes in unanticipated ways. New users will have an easier time learning wireless strengths and weaknesses with Infrastructure Mode, and therefore the NETGEAR Installation Guides focus on it. 

· In an Ad Hoc network with many computers, the amount of interference for all computers will go up, since each is trying to use the same frequency channel. 

· In Ad Hoc Mode, chains of computers will connect to pass your data, if your computer is not directly in range. On the other hand, you do not have control over the path your data takes. The automatic configuration routines may send your data through several computers, causing significant network delays. 
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Ad hoc Network

Ad hoc networks, which are also called mesh networks, are defined by the manner in which the network nodes are organized to provide pathways for data to be routed from the user to and from the desired destination. Actually, the two names ascribed to these networks provide considerable insight. Ad hoc has two definitions—the first can be either “impromptu” or “using what is on hand,” while the other is “for one specific purpose.” For example, members of an ad hoc committee (studying a specific issue) might discover that they are attending the same event and decide to have an ad hoc (impromptu) meeting.

Ad hoc networks follow both definitions, as well. They are formed as they are needed (impromptu), using resources on hand, and are configured to handle exactly what is needed by each user—a series of “one specific purpose” tasks. The term mesh network accurately describes the structure of the network: All available nodes are aware of all other nodes within range. The entire collection of nodes is interconnected in many different ways, just as a physical mesh is made of many small connections to create a larger fabric. Figure 1 provides a simple diagram illustrating these concepts.This  diagram is modeled after a wireless “hot spot,” where an ad hoc network links users to a router with access to the Internet. In this example, two users are highlighted, showing two paths through several nodes to the router. If one of the intermediate nodes were to fail (e.g. that user leaves the area), the network will automatically reconfigure itself, locating an alternate path from the user to the router. Typically, all available nodes are also network users, each sharing the total data transfer capacity of the particular hardware and operating protocol being used. The network could also connect users to other users directly, as would be done in an industrial control and monitoring network. Since there is no need for central administration of the network configuration, it is most efficient to design the system for autonomous operation of each node. In an industrial environment, a situation such as an alarm would be propagated through the network and received directly by each node. Each node would be programmed to respond according to its particular function— machine control, process monitoring, supervisory personnel or central office.

Routing Protocols 

Routing protocols between any pair of nodes within an ad hoc network can be difficult because the nodes can move randomly and can also join or leave the network. This means that an optimal route at a certain time may not work seconds later. Discussed below are three categories that existing ad-hoc network routing protocols fall into: 

1. Table Driven Protocols 

2. On Demand Protocols 

3. Hybrid Protocols 

Ad-hoc Mobile Routing Protocols 
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1. Table Driven Routing Protocols, also known as Proactive Protocols, work out routes in the background independent of traffic demands. Each node uses routing information to store the location information of other nodes in the network and this information is then used to move data among different nodes in the network. This type of protocol is slow to converge and may be prone to routing loops. These protocols keep a constant overview of the network and this can be a disadvantage as they may react to change in the network topology even if no traffic is affected by the topology modification which could create unnecessary overhead. Even in a network with little data traffic, Table Driven Protocols will use limited resources such as power and link bandwidth therefore they might not be considered an effective routing solution for Ad-hoc Networks. Fisheye State Routing is an example of a Table Driven Protocol. 

2. On Demand Routing Protocols, also known as Reactive Protocols, establish routes between nodes only when they are required to route data packets. There is no updating of every possible route in the network instead it focuses on routes that are being used or being set up. When a route is required by a source node to a destination for which it does not have route information, it starts a route discovery process which goes from one node to the other until it arrives at the destination or a node in-between has a route to the destination. On Demand protocols are generally considered efficient when the route discovery is less frequent than the data transfer because the network traffic caused by the route discovery step is low compared to the total communication bandwidth. This makes On Demand Protocols more suited to large networks with light traffic and low mobility. An example of an On Demand Protocol is Dynamic Source Routing.[9] 

3. Hybrid Routing Protocols combine Table Based Routing Protocols with On Demand Routing Protocols. They use distance-vectors for more precise metrics to establish the best paths to destination networks, and report routing information only when there is a change in the topology of the network. Each node in the network has its own routing zone, the size of which is defined by a zone radius, which is defined by a metric such as the number of hops. Each node keeps a record of routing information for its own zone. Zone Routing Protocol (ZRP) is an example of a Hybrid routing protocol.
This diagram illustrates use of a so-called ad hoc wireless setup in a home network
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This diagram illustrates use of a hybrid wired network router / wireless access point home network
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Ad-Hoc Networking Features

Regardless of the application, there are certain critical features that can determine the efficiency and effectiveness of an ad-hoc network. These features can be categorized into quantitative features and qualitative features.

1.1 Quantitative Critical Features

* Network Settling Time - Time required for a collection of mobile wireless nodes to automatically organize itself and transmit the first task reliably. Settling time is extremely important when a network has not been in operation for a while, and then must start-up and send messages promptly.

* Network Join - Time required for an entering node or group of nodes to become integrated into the ad-hoc network.

* Network Depart - Time required for the ad-hoc network to recognize the loss of one or more nodes, and reorganize itself to route around the departed nodes.

* Network Recovery Time - Time required for the network to recover after a condition that dictates reorganization of the network. Specifically, (1) for a collapsed portion of the network, due to traffic overload or node failures, to become functional again once the traffic load is reduced or the nodes become operational or (2) for the network to reorganize due to node mobility and resume reliable communication.

* Frequency of Updates (Overhead) - In a given period, the number of control packets (bytes) or overhead bytes in a packet required to maintain proper network operation.

* Memory Byte Requirement - Storage space requirements in bytes, including routing tables and other management tables.

* Network Scalability Number - Number of nodes that the ad-hoc network can scale to and reliably preserve communication. The network should be able to scale to 10,000 nodes.

Qualitative Critical Features

* Knowledge of Nodal Locations - Does the routing algorithm require local or global knowledge of the network?

* Effect to Topology Changes - Does the routing algorithm need complete restructuring or incremental updates?

* Adaptation to Radio Communication Environment - Do nodes use estimation knowledge of fading, shadowing, or multiuser interference on links in their routing decisions?

* Power Consciousness - Does the network employ routing mechanisms that consider the remaining battery life of a node?

* Single or Multichannel - Does the routing algorithm utilize a separate control channel? In some applications, multichannel execution may make the network vulnerable.

* Bidirectional or Unidirectional Links - Does the routing algorithm perform e_ciently on

unidirectional links, e.g., if bidirectional links become unidirectional?

* Preservation of Network Security - Does the routing algorithm uphold the fidelity of the

network, for example, low probability of detection, low probability of intercept, and security?

* QoS Routing and Handling of Priority Messages - Does the routing algorithm support priority messaging and reduction of latency for delay sensitive real time tra_c? Can the network send priority messages/voice even when it is overloaded with routine tra_c levels?

* Real-time Voice Services - Can the network support simultaneous real-time multicast voice while supporting routine traffic loads associated with situation awareness, and other routine services?

* Real-time Video Services - Can the nodes receive or transmit video on demand, while still supporting traffic levels associated with situation awareness, voice conversations, and other routine services?

Security in Ad-hoc Networks

Security Goals 
1) Availability: Ensures survivability despite Denial Of Service ( DOS ) attacks. On physical and media access control layer attacker can use jamming techniques to interfere with communication on physical channel. On network layer the attacker can disrupt the routing protocol. On higher layers, the attacker could bring down high level services e.g.: key management service.

2) Confidentiality: Ensures certain information is never disclosed to unauthorized entities.

3) Integrity: Message being transmitted is never corrupted.

4) Authentication: Enables a node to ensure the identity of the peer node it is communicating with. Without which an attacker would impersonate a node, thus gaining unauthorized access to resource and sensitive information and interfering with operation of other nodes.

5) Non-repudiation Ensures that the origin of a message cannot deny having sent the message.

Challenges
     Use of wireless links renders an Adhoc network susceptible to link attacks ranging from passive eavesdropping to active impersonation, message replay and message distortion. Eavesdropping might give an attacker access to secret information thus violating confidentiality. Active attacks could range from deleting messages, injecting erroneous messages, impersonate a node etc thus violating availability, integrity, authentication and non-repudiation. Nodes roaming freely in a hostile environment with relatively poor physical protection have non-negligible probability of being compromised. Hence, we need to consider malicious attacks not only from outside but also from within the network from compromised nodes. For high survivability Adhoc networks should have a distributed architecture with no central entities, centrality increases vulnerability. Ad-hoc network is dynamic due to frequent changes in topology. Even the trust relationships among individual nodes also changes, especially when some nodes are found to be compromised. Security mechanism need to be on the fly(dynamic) and not static and should be scalable. Hundreds of thousand of nodes.

Key Management
     Cryptographic schemes such as digital signatures are often employed to protect both routing info as well as data. Public key systems are generally espoused because of its upper hand in key distribution. In public key infrastructure each node has a public/private key pair. Public keys distributed to other nodes, while private keys are kept to nodes themselves and that too confidentially. Third party (trusted) called Certification Authority (CA) is used for key management.CA has a public/private key pair, with its public key known to every node and signs certificates binding public keys to nodes. The trusted CA has to stay online to reflect the current bindings, since the bindings could change overtime. Public key should be revoked if the owner node is no longer trusted or is out of network. A single key management service for an Ad-hoc network is probably not a good idea, since it's likely to become Achilles’ heel of the network. If CA is down/unavailable nodes cannot get the current public keys of other nodes to establish secure connection. Also if a CA is compromised, the attacker can sign any erroneous certificates with the private key. Naive replication of CA can make the network more vulnerable, since compromising of a single replica can cause the system to fail. Hence it's more prudent to distribute the trust to a set of nodes by letting these nodes share the key management responsibility.
3 Secure Routing
     The contemporary routing protocols for Adhoc networks cope well with dynamically changing topology but are not designed to accommodate defense against malicious attackers. No single standard protocol. Capture common security threats and provide guidelines to secure routing protocol. Routers exchange network topology informally in order to establish routes between nodes - another potential target for malicious attackers who intend to bring down the network. External attackers - injecting erroneous routing info, replaying old routing info or distorting routing info in order to partition a network or overloading a network with retransmissions and inefficient routing. Internal compromised nodes - more severe detection and correction more difficult Routing info signed by each node won't work since compromised nodes can generate valid signatures using their private keys. Detection of compromised nodes through routing information is also difficult due to dynamic topology of Adhoc networks. Can make use of some properties of adhoc networks to facilitate secure routing. Routing protocols for Adhoc networks must handle outdated routing information to accommodate dynamic changing topology. False routing information generated by compromised nodes can also be regarded as outdated routing information. As long as there are sufficient no. of valid nodes, the routing protocol should be able to bypass the compromised nodes, this however needs the existence of multiple, possibly disjoint routes between nodes. Routing protocol should be able to make use of an alternate route if the existing one appears to have faulted.
Components of an ad hoc network

Wireless PCI cards

Laptops use PCMCIA expansion cards, while desktop machines tend to rely on PCI cards. Fortunately, wireless network cards are available in both flavors. Figure shows a wireless PCI card made by Linksys. Figure shows a PCMCIA card. The black piece on the end of the card is the card’s antenna. Both cards operate at the same 11 Mbps speed, but are intended for different types of machines.
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Wireless PCI card 
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PCMCIA card
 



Wireless USB NIC
Another type of wireless NIC is a wireless USB NIC. I’m especially fond of USB NICs because they will work on both desktops and on laptops. I’ve also run into situations in the past in which a PC will be low on IRQs, base memory addresses, etc., and I’ve been unable to make a wireless PCI card work. In such cases, a USB-based card works every time. You can see an example of a wireless USB NIC in Figure.
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Wireless USB NIC

HOW TO SETUP WIRELESS ADHOC NETWORK
How to set up the first computer

To set up an ad hoc wireless network that allows computers to share an Internet connection without a router

1. If necessary, install a wireless network adapter. 

2. Click Start, and then click Control Panel. 
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3. Under Pick a category, click Network and Internet Connections.
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     4. Under or pick a Control Panel icon, click Network Connections.
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5.  Right-click your wireless network connection, and then click Properties.
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6. In the Wireless Network Connection Properties dialog box, click the Wireless Networks tab.
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7. On the Wireless Networks tab, under Preferred networks, click Add.
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1. In the Wireless network properties dialog box, on the Association tab, type the name of your ad hoc wireless network in Network name (SSID) box (shown in step 10). For example, you could name your wireless network MyHomeNetwork.

2. Clear the The key is provided for me automatically check box and select the This is a computer-to-computer (ad hoc) network check box.

3. Create a 13-digit password and type it in both the Network key and Confirm network key boxes. For the best security, include letters, numbers, and punctuation. Then click OK.
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4. Click OK again to save your changes.
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How to set up additional computers

If the computer you want to add to your network does not have built-in wireless network support, install a wireless network adapter.

Windows XP automatically detects the new adapter and notifies you that it found a wireless network.
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Now connect your computer to your wireless network
1. Right-click the Wireless Network icon in the lower right corner of your screen, and then click View Available Wireless Networks.
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2. The Wireless Network Connection window appears and displays your wireless network listed with the SSID you chose. If you don't see your network, click Refresh Network List in the upper left corner. Click your network, and then click Connect in the lower right corner.
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3. Windows XP prompts you to enter a key. Type your encryption key in both the Network key and Confirm network key boxes, and then click Connect.
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Windows XP shows its progress as it connects to your network. After you're connected, you can close the Wireless Network Connection window.

Repeat these three steps on each computer that you want to connect to your ad hoc wireless network.

Now you're ready to browse the Web wirelessly, from any computer you add to your home network.

Troubleshoot problems finding wireless 

Ad hoc networks

If your computer has a wireless network adapter, Windows will automatically detect wireless networks in range of your computer. You can see a list of wireless networks that Windows has detected in Connect to a Network.

Open Connect to a Network by clicking the Start button, and then clicking Connect to. 

If Windows does not detect a network that you think is in range of your computer, it could be because of one the following reasons:

 There is interference from other devices

Some home devices can cause interference between your computer and networks that might be in range. For example, microwave ovens and some cordless phones use the 2.4 gigahertz (GHz) frequency, which is also used by 802.11b and 802.11g network hardware. Other cordless phones use the 5 GHz frequency, which is used by 802.11a network hardware. You can try in this situation, If any devices like these are near your computer, turn them off temporarily or move them farther away.

The network you are looking for is set to not broadcast its network name (SSID)

Wireless routers and access points can be set up so that they don't broadcast the network name. In this case, you can't detect that the network is in range (in order to connect to it) unless you have previously connected to the network or you manually connect to the network using the service set identifier (SSID). To connect to a network that is not broadcasting, follow these steps:

1. Open Connect to a Network by clicking the Start button, and then clicking Connect to. 

2. Click Set up a connection or network.

3. Click Manually connect to a wireless network, and then type the network information.

The network will be added to your list of networks and will be available to connect to in the future when your computer is in range of the network.

Verify the SSID

A while back, I took my laptop to a friend’s house to work. Because my friend had a wireless network in place, I decided to connect to his network for the duration of my visit. Upon returning home, I didn’t use my laptop for a couple of weeks. The next time that I went to use my laptop, it wouldn’t connect to my network. The problem was that I had forgotten to reset the Service Set Identifier (SSID) back to my own network identifier. Remember, if the SSID doesn’t specify the correct network, you won’t be able to ping the access point. Instead, your laptop will ignore the access point’s existence and search for an access point with the specified SSID.
Advantages of Ad Hoc Networks

The principal advantages of an ad hoc network include the following:

• Independence from central network administration

• Self-configuring, nodes are also routers

• Self-healing through continuous re-configuration

• Scalable—accommodates the addition of more nodes 

• Flexible—similar to being able to access the Internet from many different locations

Limitations of Ad Hoc Networks

While ad hoc networks are typically used where they have the greatest emphasis on its advantages, there are some limitations:

• Each node must have full performance

• Throughput is affected by system loading

• Reliability requires a sufficient number of available nodes. Sparse networks can have problems

• Large networks can have excessive latency (time delay), which affects some applications

Some of these limitations also apply to conventional hub-and-spoke based networks, or cannot be addressed by alternate configurations. For example, all networks are affected by system loading, and networks with few nodes are difficult to justify in hard-wired solutions.
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