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1. INTRODUCTION

In the ubiquitous network society, where individuals can easily access their information anytime and anywhere, people are also faced with the risk that others can easily access the same information anytime and anywhere. Because of this risk, personal identification technology, which can distinguish between registered legitimate users and imposters, is now generating interest. Currently, passwords, Personal Identification cards are used for personal identification. However, cards can be stolen, and passwords and numbers can be guessed or forgotten. To solve these problems, biometric authentication technology, which identifies people by their unique biological information, is attracting attention. In biometric authentication, an account holder’s body characteristics or behaviors (habits) are registered in a database and then compared with others who may try to access that account to see if the attempt is legitimate.
  	Vein recognition was first developed by Joseph Rice. In 1984 he had his identity stolen, which led to fraudulent use of his bank account. He decided to do something about it, which led to his first vein recognition prototype around1985. Biometric techniques can generally be classified into two main categories: Physiological and Behavioral. Physiological techniques include fingerprint recognition, retinal and iris scanning, facial recognition, hand and finger geometry and DNA analysis. Behavioral techniques include handwriting recognition, voice authentication, gait, and keystroke dynamics just to name a few.            
            Main advantage of palm vein recognition is that it is not affected by dryness or roughness of skin or by physical injury on surface of the hand but sometimes the temperature and humidity can affect the quality of the captured image. Even though is little bit expensive it is highly adaptable as it is highly secure because blood vessels are hidden within the body. And also in this there is no physical contact between the user and system but it causes apprehension. Palm vein pattern recognition is a convenient and easy to use biometric technology with high security and accuracy level. There are mainly far infrared scanning technology and near infrared scanning technologyand there are thermal hand vein pattern verification systems for security evaluation of biometric systems. Today, this technology plays a major role in providing authentication.
Palm vein biometric system can verify a person's identity by recognizing the pattern of blood veins in the palm. Palm vein authentication uses the vascular patterns of an individual’s palm as personal identification data.






Fig 1.1: Extracted vein image
Like fingerprints, the pattern of blood veins in the palm is unique to every individual, even twins have different patterns and apart from size, this pattern will not vary over the course of a person's lifetime. The palm is an ideal part of the body for this technology; it normally does not have hair which can be an obstacle for photographing the blood vessel pattern, and it is less susceptible to a change in skin color, unlike a finger or the back of a hand.
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2. LITERATURE SURVEY

The following sources include available biometrics where biometric systems are being implemented, and how information is being compromised.  The article, No cash? No card? Just stick in finger [1] discusses the current uses of the finger scanner biometric system. Mark Albright (2006) writes about Florida’s first biometric system and the advantage in which customers are able to quickly pay for their groceries with just their finger. Even though cards or PIN numbers are not remembered for purchase, the customers are limited to debit transactions. Pay by Touch is the company that has implemented finger scanning technologies around the country. There are tests in convenience stores, gas stations, and grocery chains. Finger scanning is also used at theme parks to prevent multiple people from using the same pass. 
The Body Can Betray - II, by Nadia Alga (2002) [2], goes more into depth about the biometric systems that are available. Finger scanning was the most popular biometric with the facial scan coming in second. Retina scan was the least used biometric. Physiological biometrics is more widely used then behavioral biometrics due to a more accurate reading.Finger scanning has been confused with fingerprint recognition. Users are not aware of the differences in which fingerprint recognition is used for several other reasons and kept on file at places like a police station. Finger scanning authenticates users based on a string of numbers that represents the fingerprint pattern. The author states that there is a less than one in a billion chance to have the same print as someone else. The article continues on with iris scanning being extremely accurate due to the 266 unique spots that exist in the patterns. Although this biometric is extremely accurate the users must remain very still in order to receive an accurate reading. The behavioral biometrics such as keystroke monitoring and voice scans is not as accurate. If users have a cold, this may cause a change in their voice and produce a false reading. 
Conversational biometrics such as voice recognition are studied more in depth by IBM. According to IBM (2006) [3], in the research Conversational Biometric, a voice recognition system that allows the user to speak more freely is more effective then a user that is expected to repeat prompted text. Using voice verification from IBM  allows users to speak freely and is able to secure devices such as hand helds and personal computers. The computer identifies who is talking and also detects changes in a speaker’s voice.   
A publication by Resonance (n.d.),  Biometrics, explains what is needed for effective biometrics. In order to identify a person must be identified and verified. The pattern recognition system identifies a person’s behavioral or physiological characteristics. The uses of biometrics vary from criminal identification and prison security to a variety of civilian application areas. The publication continues on with more details  about iris scanning and the accuracy. Further reading discusses vein biometrics, what it is, and the advantages of using this biometric. 
Joseph Rice (n.d.) at the site  Vein Biometric Homepage [4], explains vein biometrics and how it functions. Biowatches are used in conjunction with vein biometrics. The watches read the wrists or hands dorsal vein structures. The watch then outputs an encrypted access code to either a vehicle or access portal to gain access. If the watch is lost, then the user can use another watch and does not have to worry about his lost personal data. There are several advantages in using vein biometrics in which veins are not damaged, changed or observed easily. This biometric is also cheap to implement. There were no disadvantages listed in the site and no explanation on why it is not widely used.  
Mohamed Shahin, Ahmed Badawi, and Mohamed Kamel proposed [5],biometric authentication using hand vein patterns, they designed a system a near IR cold source to provide back-of-hand illumination. The IR cold source is a solid-state array of 24 LEDs (light emitting diodes). The diodes are mounted in a square shape, 6 LEDs in each side, on a designed and assembled PCB (printed circuit board) and made housing and an attachment for fixing the LEDs around the CCD lens. Our experiments showed that the cold source provides better contrast than the ordinary tungsten filament bulbs. A commercially available, low cost, monochrome CCD fitted with an IR filter is used to image the back of hand. 
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3.PALM VEIN BIOMETRICS

3.1. NEED FOR THIS TECHNOLOGY
Other biometric systems use body features such as voiceprints, fingerprints, iris patterns, retinal capillary patterns, facial structure or handprints, and also handwriting. Fingerprint identification is the most widely used method at present, but it does not work if a person has lost their finger. In addition, fingertip conditions can be altered by environmental factors such as dirt, external injuries and even variations in humidity. Moreover, some people hesitate to have their fingerprints recorded. Other technologies have their own drawbacks. For example, facial recognition systems may cause less hesitation on the part of the user, but they sometimes fail to make a positive identification due to changes caused by aging or the angle of the camera. Shortcomings are often due to the fact that the biometric features measured by these systems are on the outside of the body. But there is no such problem with palm secure because this pattern lies under the skin. The fact that this pattern lies under the skin makes it that much harder for others to read, so palm-vein pattern biometrics are an especially secure method of verification. Compared with a finger or the back of a hand, a palm has a broader and more complicated vascular pattern and thus contains a wealth of differentiating features for personal identification.
3.2. WORKING OF PALM VEIN BIOMETRIC SYSTEM
1.One should place his/her palm near to scanner.  
              

Fig 3.2.1.Palm resting on the vein scanner	
 2. The scanner makes use of a special characteristic of the reduced hemoglobin  coursing through the palm veins — it absorbs near-infrared light. This makes it possible to take  a  snapshot  of  what's  beneath the  outer skin,  something  very  hard  to  read or  steal. 
                










Fig 3.2.2: Extracted vein image

3. The integrated optical system in the palm vein   sensor uses this phenomenon to generate an image of the palm vein pattern and the generated image is digitized, encrypted and finally stored as a registered template in the database. 





Figure 3.2.3 Block diagram of hand veins processing stage.

In palm vein recognition system, it extracts and combines the dorsal, palm and finger vein for personal recognition. The whole infrared frontal and back images of a hand are firstly captured. Then the region of interest (ROI) of dorsal, palm and finger vein images are cropped. And the veins in each ROI are extracted and matched by using multi scale 2-D Gaussian matched filter. Finally, the matched distances are fused to form the final distance for decision by employing SVM classifier. This system is tested on a large database (96hands, 1900 images) and the result is satisfactory with equal error rate (EER) of 0.0223%.
            Many vein recognition methods are to transform the grayscale vein image to binary vein image and then extract the minutiae feature from the binary vein. Other common methods for vein recognition are to extract the vein first and then match the extracted binary vein patterns directly. The threshold template (TT) method extracts the binary vein patterns using the adaptive thresholding technique. The result of the TT method may be easily affected by noise. Naoto et al(Hitachi) proposed a random algorithm which is called repeated line tracking method based on line tracing starting at various positions .Because the randomness of this approach, it cannot always get good extraction results unless we increase the repetitions and this may lead to time consuming. Kar-Ann Toh and How-Lung Eng used morphological gradient operator method including dilation and erosionto enhance the vein region, but some details of the extraction results are missed. Ajay Kumar and K. Venkata Prathyusha employed Laplacian of Gaussian (LOG) or Mexican hat operator for the vein extraction and this may also be influenced by noise. Yibo Zhang et al proposed a multi-scale Gaussian scheme, which used two different scales of filters to generate the vein binary image. In this method, the noise can be removed from images while the vein patterns are well preserved.
           Since the previous vein recognition methods just used only one type of the vein, i.e. the dorsal, finger or palm vein on hand, the accuracies of these methods are not satisfactory enough because of the potential problems such as noisy data, variations of the intraclass, restricted degrees of freedom, etc. In order to overcome this problem, this paper proposes to fuse, all of the veins of a hand, including palm, dorsal and finger veins to improve the recognition accuracy.
In vein authentication, the region used for authentication is photographed with near-infrared light, and the vein pattern is extracted by image processing and registered. The vein pattern of the person being authenticated is then verified against the pre-registered pattern. An individual first rests his wrist, and on some devices, the middle of his fingers, on the sensor's supports such that the palm is held above the device's scanner, which flashes a near-infrared ray on the palm. Hemoglobin in the blood is oxygenated in the lungs and carries oxygen to the tissues of the body through the arteries. After it releases its oxygen to the tissues, the deoxidized hemoglobin returns to the heart through the veins. These two types of hemoglobin have different rates of absorbency. Deoxidized hemoglobin absorbs light at a wavelength of about 760 nm in the nearinfrared region. Unlike the skin, through which near-infrared light passes, deoxygenated hemoglobin in the blood flowing through the veins absorbs near-infrared rays, illuminating the hemoglobin, causing it to be visible to the scanner. Arteries and capillaries, whose blood contains oxygenated hemoglobin do not absorb near-infrared light and are invisible to the sensor.
When the palm is illuminated with near infrared light, unlike the image seen by the human eye, the deoxidized hemoglobin in the palm veins absorbs this light, thereby reducing the reflection rate and causing the veins to appear as a black pattern, reflecting the palm's vein pattern against the lighter background of the palm. Vein pattern IR grey-scale images are binarized, compressed and stored within a relational database of 2D vein images along with the other details in his profile as a reference for future comparison. Subjects are verified against a reference template in less than 200ms providing fast, robust biometric authentication vein Images.
Then, each time a person logs in attempting to gain access by a palm scan to a particular bank account or secured entryway, etc., the newly captured image is likewise processed and compared to the registered one or to the bank of stored files for verification, all in a period of seconds. Numbers and positions of veins and their  crossing points are all compared and, depending on verification, the person is either granted or denied access. 
                                 This system consisted of four parts: image acquisition, image preprocessing, feature extraction and matching, and feature fusing. Then based on the fusion result, we justify the user to be legal or not.

3.2.1.IMAGE ACQUISITION
                An acquisition device is composed of lens, NIR light and CCD. Two LED array lamps which peak at the wavelength of 850nm are used, so that both sides, dorsal and palm can be illuminated by the infrared light. In order to avoid the influence by visible light, we installed the infrared light filter in front of the lens. And a light soften device is also equipped in front of the light source, changing the direct light to diffused light. As a result, the influence caused by the intensity variance is reduced.



Fig 3.2.1.1: Image Aquisition


3.2.1.1. Methods of photographing veins:
There are two methods of photographing veins: Reflection and Transmission. The reflection method illuminates the palm and photographs the light that is reflected back from the palm, while the transmission method photographs light that passes straight through the hand. Both types capture the near-infrared light given off by the region used for identification after diffusion through the hand. An important difference between the reflection method and transmission method is how they respond to changes in the hand’s light transmittance.



Fig 3.2.1.1: Vein scanners use near-infrared light to reveal the patterns in a person’s veins.
When the body cools down due to a low temperature, the blood vessels contract and decrease the flow of blood through the body. This increases the hand’s light transmittance, so light passes through it more easily. If the transmittance is too high, the transmission method, this results in a lighter, less-contrasted image in which it is difficult to see the vessels. However, a high light transmittance does not significantly affect the  level or contrast of the reflected light. Therefore, with the reflection method, the vessels can easily be seen even when the hand/body is cool. 
The system configurations of the two methods are also different. The reflection method illuminates the palm and takes photographs reflected back from the palm, so the illumination and photography components can be positioned in the same place.  Conversely, because the transmission method photographs light that passes through the hand, the illumination and photography components must be placed in different locations. This makes it difficult for the system to be embedded into smaller devices such as notebook PCs or cellular phones.
4.2. Contact less Palm Vein Authentication:
Completely contact less design minimizes hygiene concerns and psychological resistance with this device, authentication simply involves holding a hand over the vein sensor. The completely contact less feature of this device makes it suitable for use where high levels of hygiene are required, such as in public places or medical facilities.





Fig 3.2.1.2: Contact less Palm Vein Authentication


It also eliminates any hesitation people might have about coming into contact with something that other people have already touched. Since the palm floats in mid-air with contact less-type systems, there are no restrictions as to height and side positioning of the palm to a reader. It works using infrared light to scan for hemoglobin found in our veins.

3.2.2.IMAGE PREPROCESSING
Vein image preprocessing includes binarization, edge detection, key-points searching, ROI (region of interest) location and normalization. Vein image is first converted to a binary image using a threshold since the grayscale of hand and background is significantly different. And then the boundary of the hand is traced. After that, the points with greater curvature between fingers are extracted as key-points. With these points we can locate and normalize the ROI by the same method used and the fingers can also be separated at the same time
. 
Fig 3.2.2.1: Preprocessing

                            After we separate the fingers, we find most of the information is in the center of the image, so we cut off the upper 1/5 and the lower 1/6 first we normalize the inscribed rectangle part into128*64 as the ROI of the finger vein. After the preprocessing, we get one dorsal ROI from the hand vein image, while one palm ROI together with index, middle and ring finger veins are separated from the palm vein image. In our biometric system, we use these five veins to do the recognition.

      Fig 3.2.2.2: Preprocessing
       
3.2.3.VEIN EXTRACTION

               A cross-sectional profile of a vein appears as a valley [7]; its shape is very similar to the inverse of the Gaussian function. So we can extract the vein using multi-scale Gaussian filter on different orientations.





We use modified 2D Gaussian function as the filter to obtain the vein-like region, its expression is



Where θ denotes the orientation of 2D Gaussian filter,  and  denote horizontal and vertical standard deviation of the filter respectively. Each point in the image, six orientation filters are used    for the convolution, and the maximum value among the six responses is regarded as the result. As the width variance of the vein is small, we only choose two scales of filters to get the image responses. And based on these two responses the integrated result can be computed as
                      
                              Result(x, y) = Response1(x, y).*Response2(x, y)

Then we do binarization on the integrated result using a pre-defined threshold to get the final result.




3.2.4.MATCHING SCORE COMPUTATION

            Most of the pixels of the results are black; we use a simple matching algorithm to compute the distance between two results. Let S1 and S2 be two results, the distance is defined as


where represents an XOR operator and the size of the feature results is M*N, which is 32*32 for the dorsal and palm vein, 64*32 for the finger vein. As there may be some translation during the ROI location, we have to move one of the images -2 to 2 at both horizontal and vertical orientations, so we can get 25 possible match positions. Then, compute the distance at these 25 possible positions, select the minimum of the distances obtained as the final matching distance.
3.2.5.FUSION METHOD
                There are many classifiers that might classify the data into two sets: impostor and genuine. One reasonable choice as the best hyper-plane is the one that represents the largest separation, or margin, between the two classes so that the generalization error is minimized. Given that, we choose SVM which can represent the largest separation as the classifier. We get five distances between each pair: one matching distance between dorsal veins, and one between palm veins and three between finger veins. So the input vector of SVM is five dimensions and the kernel type we used is linear. Here we randomly select 1/20 of positive examples (Inter-class distances), 1/100 of negative examples (Intra-class distances) to train the SVM model. Then the model obtained is tested on the whole dataset.


3.3.SECURITY OFFERED BY THIS TECHNOLOGY
On the basis of testing the technology on more than 70,000 individuals, the new system had a false rejection rate of 0.01% (i.e., only one out of 10,000 scans were incorrect denials for access), and a false acceptance rate of less than 0.00008% (i.e.,incorrect approval for access in one in over a million scans). If your profile is registered with your right hand, then logging in with your left is not allowed, since the patterns of an individual's two hands differ. And if you registered your profile as a child, it'll still be recognized as you grow, as an individual's patterns of veins are established before birth. No two people in the world share a palm vein pattern - even those of identical twins differ. In addition the devices ability to perform personal authentication was verified using the following:

1. Data from people ranging from 6 to 85 years old including people in various occupations in accordance with the demographics realized by the Statistics Center of the Statistics Bureau.

2. Data about foreigners living in Japan in accordance with the world demographics released by the United Nations.

3. Data taken in various situations in daily life including after drinking alcohol, taking a bath, going outside and waking up.

Palm vein authentication technology offers contactless authentication and provides a hygienic and non invasive solution, thus promoting a high-level of user acceptance. Fujitsu believes that a vein print is extremely difficult to forge and therefore contributes to a high level of security, because the technology measures hemoglobin flow through veins internal to the body. The opportunities to implement palm vein technology span a wide range of applications.
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4.APPLICATIONS 
                          This palm vein authentication technology is used in various areas for more security. The following are some of the important areas where it is used:

4.1.ATM
               In July 2004, to ensure customer security, Suruga bank launched its “Bio  Security  Deposit” the world’s   first financial service to use Palm Secure . This  service  features  high  security  for  customers  using  vein authentication , does not   require  a bank card or  pass book and  prevents withdrawals from  branches  other   than  the registered branch and ATMs thereby  minimizing  the  risk  of  fraudulent  withdrawals. To open a Bio-Security Deposit account, customers go to a bank and have their palm veins photographed at the counter in order to guarantee secure data management, the palm vein data is stored only on the vein data base server at the branch office where the account is opened.        

                In October 2004, The Bank of Tokyo launched its “Super –IC Card”. This card combines the   functions of a bankcard, credit card, electronic money and palm vein authentication. This Super –IC Card contains the customer’s palm Vein data and vein   authentication algorithms and performs vein authentication by itself. This system is advantageous because the customer’s information is not stored at the bank. When a customer applies for a Super –IC Card, the bank sends the card to the customer’s   home.  To activate the palm vein authentication function, the    customer    brings the card and his passbook and seal to the bank counter where the customer’s vein information is   registered on the card.  After registration   the customer can   make transactions at that   branch counter and ATM using palm vein authentication and a matching PIN number.
Financial damage caused by fraudulent withdrawals of money using identity spoofing with fake bankcards has been rapidly increasing in recent years, and this has emerged as a significant social problem. As a result, there has been a rapid increase in the number of lawsuits filed by victims of identity theft against financial institutions for their failure to control information used for personal identification. 
Vein authentication can provide two types of systems for financial solutions, depending on where the registered vein patterns are stored. In one method, the vein patterns are stored on the server of a client-server system. The advantage of this system is that it provides an integrated capability for managing vein patterns and comparison processing. In the other type, a user’s vein pattern is stored on an IC card, which is beneficial because users can control access to their own vein pattern.


     Fig 4.1.1: ATM with Palm Secure sensor unit

									
4.2. Personal computers
                  In personal computers palm vein technology can apply by inserting the vein sensor inside mouse. When power is supplied to system the mouse also gets power and the sensor in the mouse will be ready to sense palm veins. When one place his/her palm the sensor sense the veins and if they are matched with the registered ones the system allows the person to use it. One can use this technology even to lock folders that should be maintained as private information. 

4.3. In hospitals and libraries

                                     A public library in Japan is set to become the first in the world to use palm-vein biometrics as a substitute for conventional library cards. It has taken  delivery of  a  contactless palm vein authentication  system  to secure physical access  to  its  Department  of Planning, Information and Management

4.4. Authentication
                               In front of our homes we can apply this Palm vein technology so that by registering the veins of our family members and relatives we can maintain high range security which is  not possible through other technologies.  Japanese recently used this technology before front doors and getting high range security.


Fig 4.4.1: Authentication
4.5. Access control device:
The palm vein pattern sensor is also used for access control units. The palm vein authentication access control device is comprised of the palm vein pattern sensor, a keypad and a small display. This device controls access to rooms or buildings that are for restricted personnel. The device consists of two parts: the palm vein sensor, plus the control unit that executes the authentication processing and sends the unlock instruction. A simple configuration system can be achieved by connecting this device to the electric lock control board or electric locks provided by the manufacturer Palm Secure units are used to control access to places containing systems or machines that manage personal or other confidential information, such as machine rooms in companies and outsourcing centers where important customer data is kept.

      Fig 4.5.1: Door Scan

4.6. Login unit using Palm Secure
The palm vein authentication login unit controls access to electronically stored information. As with the units for financial solutions, there are two types: a server type and an IC card type. Because the Palm Secure login unit can also be used for authentication using conventional IDs and passwords, existing operating systems and applications can continue to be used. It is also possible to build the unit into an existing application to enhance operability.






Fig 4.6.1: Login control to access data
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5.ADVANTAGES AND DISADVANTAGES

5.1.ADVANTAGES

                              In addition to the palm, vein authentication can be done using the vascular pattern on the back of a hand or a finger. However, the palm vein pattern is the most complex and covers the widest area, because the palm has no hair, it is easier to photograph its   vascular pattern.  The palm also has   no significant variations in skin color compared with fingers or back of the hand, where the color can darken in certain areas. Hidden characteristics are used as biometric features .It is difficult to forge for intruders because blood vessels are hidden within the body. Palm vein recognition is not affected by dryness or roughness of skin or by physical injury on surface of the hand. Palm vein recognition has an FRR of 0.01% and FAR of less than 0.00008%. This is based on experiments conducted on 70,000 individuals in Japan. This technology is non-intrusive; it does not involve physical contact between the user and system.
5.1.1. Difficult to forge
Because palm veins are beneath the body surface, they are extremely difficult to forge. Furthermore, compared to the pattern of veins in fingers or the back of the hand, palm vein pattern is more complex, increasing the difficulty of forgery and more stable, as they are less affected by temperature and other external impacts.
5.1.2. High applicability
Unlike fingerprint-based authentication methods, for which registration and verification of biometric data cannot be successfully completed if the surface of the skin is impacted by abrasion or dryness, contact less palm vein authentication has negligible susceptibility to such external factors.
5.1.3. Contact less, thereby minimizes hygiene concerns
In addition to being hygienic since the scanning is completed in mid-air without the need for the user's palm to touch a surface and thereby minimizes possible psychological resistance to its use attributable to hygiene concerns, the device is userfriendly in that scanning can be completed in a natural manner that is not awkward to the user.
5.1.4. Accuracy and Reliability 
Uniqueness and complexity of vein patterns, together with advanced authentication algorithms, ensure unsurpassed accuracy. Field test International Journal of Control and Automation Vol. 3, No. 1, March, 2010 results show exceptionally low FTE (failure to enroll) rates, recognition attempt duration less than iris recognition, and near-zero false rejection and false acceptance rates.
Whereas the advantages in [5] is that Hand Vein Verification System (HVVS) is accurate in the low to medium security level, these hand vein verification is purely system base, it’s puts more effort on the overall performance of a system. These system checks the FAR(%)(false acceptance rate) and the FRR(%)(false rejection rate) with different threshold unit, to get the optimal threshold.

5.2.DISADVANTAGES
                                There numerous factors that can affect the quality of the captured image. They are body temperature, ambient temperature, and humidity, unevenly distribution of heat, heat radiation, and nearness of vein to surface, camera calibration and focus. Palm vein recognition is Invasive because it creates apprehension amongst users that it can be a painful process. It is still relatively expensive and not available for mass production yet.

1. Uses equipment, which for now is less portable than other technologies. 
2. High implementation and maintenance costs.
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6.CONCLUSION

        Current electronic security systems, which rely primarily on passwords, personal identification numbers, and authentication tokens (smart cards) to ensure that a client is an authorized user of a system, all have a common vulnerability,: the verification can be lost, stolen, duplicated, or guessed. With the use of biometric technology, this vulnerability can be nearly eliminated. A vein print is extremely difficult to forge and therefore contributes to a high level of security, because the technology measures hemoglobin flow through veins internal to the body. Contact less technology even ensures hygiene and makes it acceptable to use in public places. The opportunities to implement palm vein technology span a wide range of applications. 
          Palm vein pattern authentication technology developed by Fujitsu was being used in a wide range in Japan. If this technology is introduced in our country we can solve many problems such as password protection in ATM, security in various fields and if we implement this technology in government offices we can make the employees to work according the government timings. A novel personal recognition system by fusing the entire vein patterns of the hand, i.e. dorsal veins, palm veins and finger veins. This scheme uses multiple vein patterns of our hands and its performance is better than any single feature. Using SVM as the classifier, we test our method on the database containing 1900 images from 96 different hands, and the equal error rate is only 0.0223%. Surely this technology will bring a revolution in the field of science and technology in the near future.
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