IMPLEMENTATION

Implementation is the stage of the project when the theoretical design is turned out into a working system. Thus it can be considered to be the most critical stage in achieving a successful new system and in giving the user, confidence that the new system will work and be effective.


The implementation stage involves careful planning, investigation of the existing system and it’s constraints on implementation, designing of methods to achieve changeover and evaluation of changeover methods.

Project Implementation:-

Modules:

1. Logic Key Hierarchy (LKH) based techniques
2. Broadcast encryption techniques
3. Rekey Operations
1. Logic Key Hierarchy (LKH):

Secure key management for wireless broadcast is closely related to secure group key management in networking. The data encryption key (DEK) of the program and each represents an individual key (IDK) of a user that is only shared between the system and the user. Other keys in the tree, namely key distribution keys (KDKs), When a user joins or leaves the group, the server needs to change and broadcast the corresponding new keys, and this operation is called rekey, and the broadcast message of new keys is called rekey message. In our system, data and rekey messages are broadcast in the same broadcast channel to the users.
2. Broadcast encryption techniques:

There are some other key management schemes in the literature for multicast and broadcast services. Used arbitrarily revealed key sequences to do scalable multicast key management without any overhead on joins/leaves. Proposed two schemes that insert an index head into packets for decryption. However, both of them require pre-planned subscription, which contradicts the fact that in pervasive computing and air data access a user may change subscriptions at any moment. Compared with LKH-based approaches, key management schemes in broadcast encryption are less flexible regarding possible subscriptions.
3. Rekey Operations:

To issue new keys upon a user event, the main task is to identify the keys that need to be changed. We use two types of paths in the key forest to represent the to-be-changed keys. When a user leaves a tree, we say, a leave path is formed, which consists of keys that the user will no longer use. When a user joins a tree, we say, an enroll path is formed, which consists of keys that the user will use in the future. Similarly, when a user shifts from one tree to another, a leave path and an enroll path are formed. In KTR, a complete path starts from the leaf node and ends at the multiple DEKs of the subscribed programs that share the tree. To broadcast new keys, the server should first compose rekey packets.
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