DATA LEAKAGE DETECTION

ABSTRACT
A data distributor has given sensitive data to a set of supposedly trusted agents (third parties). Some of the data is leaked and found in an unauthorized place (e.g., on the web or somebody’s laptop). The distributor must assess the likelihood that the leaked data came from one or more agents, as opposed to having been independently gathered by other means. We propose data allocation strategies (across the agents) that improve the probability of identifying leakages. These methods do not rely on alterations of the released data (e.g., watermarks). In some cases we can also inject “realistic but fake” data records to further improve our chances of detecting leakage and identifying the guilty party.

OBJECTIVE

· A data distributor has given sensitive data to a set of supposedly trusted agents (third parties). 

· Some of the data is leaked and found in an unauthorized place (e.g., on the web or somebody’s laptop). 

· The distributor must assess the likelihood that the leaked data came from one or more agents, as opposed to having been independently gathered by other means. 

· We propose data allocation strategies (across the agents) that improve the probability of identifying leakages. 

· These methods do not rely on alterations of the released data (e.g., watermarks). In some cases we can also inject “realistic but fake” data records to further improve our chances of detecting leakage and identifying the guilty party.

· Our goal is to detect when the distributor’s sensitive data has been leaked by agents, and if possible to identify the agent that leaked the data.

EXISTING SYSTEM

· We consider applications where the original sensitive data cannot be perturbed. Perturbation is a very useful technique where the data is modified and made “less sensitive” before being handed to agents.

· However, in some cases it is important not to alter the original distributor’s data.

· Traditionally, leakage detection is handled by watermarking, e.g., a unique code is embedded in each distributed copy.

· If that copy is later discovered in the hands of an unauthorized party, the leaker can be identified.

· Watermarks can be very useful in some cases, but again, involve some modification of the original data.

· Furthermore, watermarks can sometimes be destroyed if the data recipient is malicious.

PROPOSED SYSTEM

· After giving a set of objects to agents, the distributor discovers some of those same objects in an unauthorized place.

· At this point the distributor can assess the likelihood that the leaked data came from one or more agents, as opposed to having been independently gathered by other means.

· If the distributor sees “enough evidence” that an agent leaked data, he may stop doing business with him, or may initiate legal proceedings.

· In this project we develop a model for assessing the “guilt” of agents.

· We also present algorithms for distributing objects to agents, in a way that improves our chances of identifying a leaker.

· Finally, we also consider the option of adding “fake” objects to the distributed set. Such objects do not correspond to real entities but appear.

· If it turns out an agent was given one or more fake objects that were leaked, then the distributor can be more confident that agent was guilty.

CONCLUSION

The likelihood that an agent is responsible for a leak is assessed, based on the overlap of his data with the leaked data and the data of other agents, and based on the probability that objects can be “guessed” by other means. The algorithms we have presented implement a variety of data distribution strategies that can improve the distributor’s chances of identifying a leaker. We have shown that distributing objects judiciously can make a significant difference in identifying guilty agents, especially in cases where there is large overlap in the data that agents must receive.
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KEY TERMS

Data Leakage:


A data breach is the unintentional release of secure information to an untrusted environment.

Data Privacy:


Information privacy, or data privacy is the relationship between collection and dissemination of data, technology, the public expectation of privacy, and the legal and political issues surrounding them.

Privacy concerns exist wherever personally identifiable information is collected and stored - in digital form or otherwise. Improper or non-existent disclosure control can be the root cause for privacy issues.

Fake records:


Records which are false or containing misleading appearance.

Unobstrusive Techniques:


Unobtrusive technique is a technique of data collection. They describe methodologies which do not involve direct elicitation of data from the research subjects. The unobtrusive approach often seeks unusual data sources.

WHY USE DATAMINING

Data mining is the process of extracting patterns from data. Data mining is becoming an increasingly important tool to transform the data into information. It is commonly used in a wide range of profiling practices, such as marketing, surveillance, fraud detection and scientific discovery.

Data mining can be used to uncover patterns in data but is often carried out only on samples of data. The mining process will be ineffective if the samples are not a good representation of the larger body of data. Data mining cannot discover patterns that may be present in the larger body of data if those patterns are not present in the sample being "mined". Inability to find patterns may become a cause for some disputes between customers and service providers. Therefore data mining is not foolproof but may be useful if sufficiently representative data samples are collected. The discovery of a particular pattern in a particular set of data does not necessarily mean that a pattern is found elsewhere in the larger data from which that sample was drawn. An important part of the process is the verification and validation of patterns on other samples of data

