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DECLARATION
            
We are going to develop a project on BIOMETRIC SYSTEMS  using JAVA as front end and SQL SERVER as back end. We hereby declare that the software entitled “CONNOISSEUR-the Expert Judge” has been completed as a partial fulfillment of B.Tech in “Mini Project Lab”. We agree to the fault that would come out in the project in future.
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1.  INTRODUCTION

1.1  PROBLEM  DEFINITION

1. To implement the concept of Face Recognition. 
2. To design an Human-Computer-Interactive-Interface implementing Face Recognition concept using JAVA.

1.2  PROPOSED SOLUTION

To develop a software that provide authentication by capturing  the image of  the user (say Employee) and comparing it with samples available in its database. If input image matches the image samples available with the software database then the user is valid else invalid.  

The Software being developed has been named as CONNOISSEUR-the Expert Judge, since we visualize the software to be the best judge to identify and authenticate a user on check.

1.3 INTRODUCTION TO FACE RECOGNITION SYSTEMS

Anyone who has seen the TV show "Las Vegas" has seen facial recognition software in action. In any given episode, the security department at the fictional Montecito Hotel and Casino uses its video surveillance system to pull an image of a card counter, thief or blacklisted individual. It then runs that image through the database to find a match and identify the person. By the end of the hour, all bad guys are escorted from the casino or thrown in jail. But what looks so easy on TV doesn't always translate as well in the real world. 
In 2001, the Tampa Police Department installed police cameras equipped with facial recognition technology in their Ybor City nightlife district in an attempt to cut down on crime in the area. The system failed to do the job, and it was scrapped in 2003 due to ineffectiveness. People in the area were seen wearing masks and making obscene gestures, prohibiting the cameras from getting a clear enough shot to identify anyone. 
Boston's Logan Airport also ran two separate tests of facial recognition systems at its security checkpoints using volunteers. Over a three month period, the results were disappointing. According to the Electronic Privacy Information Center, the system only had a 61.4 percent accuracy rate, leading airport officials to pursue other security options. 
Humans have always had the innate ability to recognize and distinguish between faces, yet computers only recently have shown the same ability. In the mid 1960s, scientists began work on using the computer to recognize human faces. Since then, facial recognition software has come a long way.
In this article, we will look at the history of facial recognition systems, the changes that are being made to enhance their capabilities and how governments and private companies use (or plan to use) them.

TECHNIQUES

Traditional
Some facial recognition algorithms identify faces by extracting landmarks, or features, from an image of the subject's face. For example, an algorithm may analyze the relative position, size, and/or shape of the eyes, nose, cheekbones, and jaw. These features are then used to search for other images with matching features.[2] Other algorithms normalize a gallery of face images and then compress the face data, only saving the data in the image that is useful for face detection. A probe image is then compared with the face data.[3] One of the earliest successful systems[4] is based on template matching techniques[5] applied to a set of salient facial features, providing a sort of compressed face representation.
Recognition algorithms can be divided into two main approaches, geometric, which looks at distinguishing features or photometric, which is a statistical approach that distill an image into values and comparing the values with templates to eliminate variances.
Popular recognition algorithms include Principal Component Analysis with eigenface, Linear Discriminate Analysis, Elastic Bunch Graph Matching fisherface, the Hidden Markov model, and the neuronal motivated dynamic link matching.
3-D
A newly emerging trend, claimed to achieve previously unseen accuracies, is three-dimensional face recognition. This technique uses 3-D sensors to capture information about the shape of a face. This information is then used to identify distinctive features on the surface of a face, such as the contour of the eye sockets, nose, and chin.

One advantage of 3-D facial recognition is that it is not affected by changes in lighting like other techniques. It can also identify a face from a range of viewing angles, including a profile view.

Even a perfect 3D matching technique could be sensitive to expressions. For that goal a group at the Technion applied tools from metric geometry to treat expressions as isometries.

Skin Texture Analysis

Another emerging trend uses the visual details of the skin, as captured in standard digital or scanned images. This technique, called skin texture analysis, turns the unique lines, patterns, and spots apparent in a person’s skin into a mathematical space.

Tests have shown that with the addition of skin texture analysis, performance in recognizing faces can increase 20 to 25 percent.
Comparative study

Among the different biometric techniques, facial recognition may not be the most reliable and efficient. However, one key advantage is that it does not require aid (or consent) from the test subject. Properly designed systems installed in airports, multiplexes, and other public places can identify individuals among the crowd. Other biometrics like fingerprints, iris scans, and speech recognition cannot perform this kind of mass identification. However, questions have been raised on the effectiveness of facial recognition software in cases of railway and airport security.

CRITICISMS

Weaknesses

Face recognition is not perfect and struggles to perform under certain conditions. Ralph Gross, a researcher at the Carnegie Mellon Robotics Institute, describes one obstacle related to the viewing angle of the face: "Face recognition has been getting pretty good at full frontal faces and 20 degrees off, but as soon as you go towards profile, there've been problems."
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Other conditions where face recognition does not work well include poor lighting, sunglasses, long hair, or other objects partially covering the subject’s face, and low resolution images.

Another serious disadvantage is that many systems are less effective if facial expressions vary. Even a big smile can render in the system less effective. For instance: Canada now allows only neutral facial expressions in passport photos.
	
Effectiveness

Critics of the technology complain that the London Borough of Newham scheme has, as of 2004, never recognized a single criminal, despite several criminals in the system's database living in the Borough and the system having been running for several years. "Not once, as far as the police know, has Newham's automatic facial recognition system spotted a live target." This information seems to conflict with claims that the system was credited with a 34% reduction in crime - which better explains why the system was then rolled out to Birmingham also.

An experiment by the local police department in Tampa, Florida, had similarly disappointing results.

"Camera technology designed to spot potential terrorists by their facial characteristics at airports failed its first major test at Boston's Logan Airport"

Privacy concerns

Many citizens are concerned that their privacy will be invaded. Some fear that it could lead to a “total surveillance society,” with the government and other authorities having the ability to know where you are, and what you are doing, at all times. This is not to be an underestimated concept as history has shown that states have typically abused such access before.

RECENT IMPROVEMENTS

In 2006, the performance of the latest face recognition algorithms were evaluated in the Face Recognition Grand Challenge (FRGC). High-resolution face images, 3-D face scans, and iris images were used in the tests. The results indicated that the new algorithms are 10 times more accurate than the face recognition algorithms of 2002 and 100 times more accurate than those of 1995. Some of the algorithms were able to outperform human participants in recognizing faces and could uniquely identify identical twins.

Low-resolution images of faces can be enhanced using face hallucination. Further improvements in high resolution, megapixel cameras in the last few years have helped to resolve the issue of insufficient resolution.

EARLY DEVELOPMENT

Pioneers of Automated Facial Recognition include: Woody Bledsoe, Helen Chan Wolf, and Charles Bisson.

During 1964 and 1965, Bledsoe, along with Helen Chan and Charles Bisson, worked on using the computer to recognize human faces (Bledsoe 1966a, 1966b; Bledsoe and Chan 1965). He was proud of this work, but because the funding was provided by an unnamed intelligence agency that did not allow much publicity, little of the work was published. Given a large database of images (in effect, a book of mug shots) and a photograph, the problem was to select from the database a small set of records such that one of the image records matched the photograph. The success of the method could be measured in terms of the ratio of the answer list to the number of records in the database. Bledsoe (1966a) described the following difficulties:
“ This recognition problem is made difficult by the great variability in head rotation and tilt, lighting intensity and angle, facial expression, aging, etc. Some other attempts at facial recognition by machine have allowed for little or no variability in these quantities. Yet the method of correlation (or pattern matching) of unprocessed optical data, which is often used by some researchers, is certain to fail in cases where the variability is great. In particular, the correlation is very low between two pictures of the same person with two different head rotations. „

—Woody Bledsoe, 1966

This project was labeled man-machine because the human extracted the coordinates of a set of features from the photographs, which were then used by the computer for recognition. Using a graphics tablet (GRAFACON or RAND TABLET), the operator would extract the coordinates of features such as the center of pupils, the inside corner of eyes, the outside corner of eyes, point of widows peak, and so on. From these coordinates, a list of 20 distances, such as width of mouth and width of eyes, pupil to pupil, were computed. These operators could process about 40 pictures an hour. When building the database, the name of the person in the photograph was associated with the list of computed distances and stored in the computer. In the recognition phase, the set of distances was compared with the corresponding distance for each photograph, yielding a distance between the photograph and the database record. The closest records are returned.

This brief description is an oversimplification that fails in general because it is unlikely that any two pictures would match in head rotation, lean, tilt, and scale (distance from the camera). Thus, each set of distances is normalized to represent the face in a frontal orientation. To accomplish this normalization, the program first tries to determine the tilt, the lean, and the rotation. Then, using these angles, the computer undoes the effect of these transformations on the computed distances. To compute these angles, the computer must know the three-dimensional geometry of the head. Because the actual heads were unavailable, Bledsoe (1964) used a standard head derived from measurements on seven heads.

After Bledsoe left PRI in 1966, this work was continued at the Stanford Research Institute, primarily by Peter Hart. In experiments performed on a database of over 2000 photographs, the computer consistently outperformed humans when presented with the same recognition tasks (Bledsoe 1968). Peter Hart (1996) enthusiastically recalled the project with the exclamation, "It really worked!"

By about 1997, the system developed by Christoph von der Malsburg and graduate students of the University of Bochum in Germany and the University of Southern California in the United States outperformed most systems with those of Massachusetts Institute of Technology and the University of Maryland rated next. The Bochum system was developed through funding by the United States Army Research Laboratory. The software was sold as ZN-Face and used by customers such as Deutsche Bank and operators of airports and other busy locations. The software was "robust enough to make identifications from less-than-perfect face views. It can also often see through such impediments to identification as mustaches, beards, changed hair styles and glasses—even sunglasses".

In about January 2007, image searches were "based on the text surrounding a photo," for example, if text nearby mentions the image content. Polar Rose technology can guess from a photograph, in about 1.5 seconds, what any individual may look like in three dimensions, and thought they "will ask users to input the names of people they recognize in photos online" to help build a database.
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Biometrics is the science of verifying and establishing the identity of an individual through physiological features or behavioral traits.
· Examples
· Physical Biometrics 
· Fingerprint
· Hand Geometry
· Iris patterns 
· Behavioral Biometrics 
· Handwriting
· Signature
· Speech
· Gait
· Chemical/Biological Biometrics
· Perspiration
· Skin composition(spectroscopy)
· Only authorized users should have access to data and services
· Biometrics provide an unobtrusive and convenient authentication mechanism
· Advantages of biometrics
· Uniqueness
· No need to remember passwords or carry tokens
· Biometrics cannot be lost, stolen or forgotten
· More secure than a long password
· Solves repudiation problem
· Not susceptible to traditional dictionary attacks
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Though there are existing threats for invasion of biometric traces from environment, thus measure for controlling have to be known to all.
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2 ANALYSIS & DESIGN

2.1 FLOW CHART
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Note:
This Flow Chart represents a layout of Biometric System - Face Recognition in operation.

2.2  ER - DIAGRAM	
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Note:
These Entities represent JAVA classes having their respective attributes. The ER Diagram helps defining the relationship between the entities in a precise and robust manner.

3 COMPLETE STRUCTURE OF PROGRAMS

3.1   NUMBER OF MODULES

	SL.NO.
	MODULE NAME

	



1.
	



SIGNIN MODULE
	i.
	SignInServlet

	
	
	ii.
	VerifyImageServlet

	
	
	iii.
	EditInfoServlet

	
	
	iv.
	DisplayInfoServlet

	
2.
	
SIGNUP MODULE
	i.
	RegisterServlet

	
	
	ii.
	RegisterSuccessServlet

	3.
	ERROR MODULE
	i.
	ErrorServlet
















3.2   DESCRIPTION OF MODULES

	
SL. NO.
	
MODULE NAME
	
DESCRIPTION

	1.
	SignInServlet
	This Servlet will seek the User’s image by capturing it by means of a Web Camera and directing the URL of the same to VerifyImageServlet module for image match, if image matches with any of the samples available in the database it will demand for corresponding Security Code. Security Code will be provided as input by the user in the VerifyImageServlet module.

	2.
	VerifyImageServlet
	This Servlet will seek SecurityCode as input from the user and verify if the SecurityCode matches the corresponding picture via database.

	3.
	EditInfoServlet
	Once the Verification procedure has been done through, User is provided the facility to edit or modify his Details in the existing session. Changes saved will be also modified in the database.

	4.
	DisplayInfoServlet
	This Servlet will display the details of the Signed In user in its existing session. 

	5.
	RegisterServlet
	This Servlet will provide a Registration form for non-members seeking their necessary details and providing membership.

	6.
	RegisterSuccessServlet
	This Servlet as the name suggests will be directed to by the RegisterServlet if and only if the procedure of Registration is successful.

	7.
	ErrorServlet
	This Servlet will be called each time the software encounters either a programmer defined Exception or JVM defined Exception at runtime. 


3.3  PROGRESS  LOGIC
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EXPLANATION:	
	STEP NO.
	PROGRESS STEP

	1.
	Back-End Management (Creating Efficient & Normalized Tables)

	2.
	Front-End Designing (Encoding Servlets)

	3.
	Linking Servlets and Database

	4.
	Testing

	5.
	Debugging


3.4   TYPES  OF OUTPUTS  &  REPORT  GENERATION

3.4.1   REPORT  GENERATION

[image: ]
	SL. NO
	SCHEDULE TITLE 
	SCHEDULE DESCRIPTION

	1.
	Analysis
	Having reached the stage to submit this synopsis, our team has been successful in analyzing the problem and is set to design the solution for the same. 

	2.
	Interfaces
	We will begin with designing of interfaces i.e. front pages and other user handled pages mentioned in detail in Section 3.2 alongside with databases in requirement.

	3.
	Linking with Web Cam
	On completion of designing of interfaces, linking with the WEB CAM will be done through. 

	4.
	Algorithm for image generation
	A generalized algorithm needs to be designed to compare images taken instantly by the web camera and images available in the database.

	5.
	Implementation of Algorithm for Image Generation
	The algorithm mentioned above will be implemented in the programming environment.  

	6.
	Linking Interfaces & Face Recognition Logic
	During this phase our team will concentrate on linking both sections thereby reducing system load and reducing running time.

	7.
	Testing & Debugging
	During this phase, the entire program will be drawn through a series of testing environments to verify its efficiency and logic implemented.

	8.
	Maintenance
	Documentation comments will be included for future reference and maintenance

	9.
	Documentation
	Our team is aiming to submit the project latest by 2nd November ’10 for your kind perusal.














3.4.2   TYPES OF OUTPUT
Since the project will be a web based application, thus the output generated will be on any web browser available at the client end.
Given below is the proposed layout designed for the main page of the software.
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4 REQUIREMENTS

4.1   EXECUTION PLATFORM
The platform for execution has been chosen as any web browser . for example Internet Explorer (Any Version) or Mozilla Firefox .

4.2   HARDWARE REQUIREMENTS
The System requirements are as follows
· Microsoft Windows NT (any version prefer XP)
 The Computer Requirements are as follows
· Intel(R) Core(TM)2 Duo CPU
T6400 @2.00Ghz
1.20GHz, 2.50 GB of RAM
Physical Address Extension

4.3   SOFTWARE REQUIRMENT
The Software Requirements are as follows
· NetBeans for JAVA (Version 6.5 and above)
· Any Web Browser
· SQL Server

4.4   OTHER REQUIREMENTS
There is a miscellaneous requirement for a WEB CAM.











5  WORK DISTRIBUTION
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6 FUTURE SCOPE & ENHANCEMENT

Implementation of Biometric Systems in various segments of our society, firms and organizations has restored individual privacy and has simultaneously prevented security threats. Face Recognition and Voice Detection are two major emerging technologies which ensures authentication to every individual with assurance of protecting their authorization at the same time. Securing authorization here refers to prevention of duplicate identities and voice, since every individual has his/her own unique identities even if the system has two identical twins standing before them.

Biometrics System- Face Recognition in its self is at the verge of further progress. Almost all software require security constraints. We plan of replacing traditional security constraint methodologies with Biometrics System-Face Recognition or Voice identification or both.         

6.1   FUTURE SCOPE
Our software CONNOISSEUR-the Expert Judge has a wide range of future scope. It can be further be inbuilt in almost every software that is required in our day to day life. For example in Attendance management system, Employee management system, Library Management System and so on. 

6.2   FUTURE ENHANCEMENT
Our software CONNOISSEUR-the Expert Judge can be further enhanced to automatic detection with the addition of linking with sensors. Security code can be further replaced with voice recognition system.
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