Security of webforms

Abstract

The resultant system should store all the information of the users who is using it.   For this each user should be identified and the system should provide a unique identity for the user.

Privacy should be maintained for the data that belongs to a particular user and providing a password can do this.

This project is a solution for improving the security of web forms    from web bots (robots). This project delivers the best result than the existing system. The emphasis is on the CAPTCHA (Completely Automated Public Turing test to tell Computers and Humans Apart) method that is most often used method. We are implementing a security method in java web programming.

Reference should be there.   This means, the user should be able to refer the previous data reaches him/her.

The user should be able to send information to other users.

The user should be able to store the addresses of other persons and should be able to retrieve whenever they need.

User should be able to change the password to get more security.

User should be able to maintain the data in different locations so that they may identify more quickly.

Introduction:

Communication plays a key role in human life.   A person can express any thing to others in different ways with communication.   If they had a problem or if they got a happy moment or a sad one, they had a nature of sharing that with others.


In this scenario, there should be a communication media between the people, so that they can express their thoughts with each other through this communication media.   In olden days, people communicate with each other using letters that takes much time to reach the other person and the response from the other person also takes much time.   If there is any delay then it will be too late to reach the right person.


The present scenario is, even the people are near they are not getting time to share the ideas.   For example, in an organization, if a meeting to be conducted, the organization staff should be intimated about that meeting.   It is very difficult to pass this information to each and every person, if the organization is big.


In order to avoid that, there should be a system, which passes the information to all the people present in the organization with in no time.   For this purpose a system should be designed which support the facilities given in the abstract.
A CAPTCHA is a program that protects websites against bots by generating and grading tests that humans can pass but current computer programs cannot. For example, humans can read distorted text as the one shown below, but current computer programs can't The term CAPTCHA (for Completely Automated Turing Test To Tell Computers and Humans Apart) was coined in 2000 by Luis von Ahn, Manuel Blum, Nicholas Hopper and John Langford of Carnegie Mellon University. At the time, they developed the first CAPTCHA to be used by Yahoo

CAPTCHAs have several applications for practical security, including (but not limited to): 

Preventing Comment Spam in Blogs. Most bloggers are familiar with programs that submit bogus comments, usually for the purpose of raising search engine ranks of some website (e.g., "buy penny stocks here"). This is called comment spam. By using a CAPTCHA, only humans can enter comments on a blog. There is no need to make users sign up before they enter a comment, and no legitimate comments are ever lost!

Protecting Website Registration. Several companies (Yahoo!, Microsoft, etc.) offer free email services. Up until a few years ago, most of these services suffered from a specific type of attack: "bots" that would sign up for thousands of email accounts every minute. The solution to this problem was to use CAPTCHAs to ensure that only humans obtain free accounts. In general, free services should be protected with a CAPTCHA in order to prevent abuse by automated scripts.

Protecting Email Addresses From Scrapers. Spammers crawl the Web in search of email addresses posted in clear text. CAPTCHAs provide an effective mechanism to hide your email address from Web scrapers. The idea is to require users to solve a CAPTCHA before showing your email address. A free and secure implementation that uses CAPTCHAs to obfuscate an email address can be found at reCAPTCHA MailHide.

Online Polls. In November 1999, http://www.slashdot.org released an online poll asking which was the best graduate school in computer science (a dangerous question to ask over the web!). As is the case with most online polls, IP addresses of voters were recorded in order to prevent single users from voting more than once. However, students at Carnegie Mellon found a way to stuff the ballots using programs that voted for CMU thousands of times. CMU's score started growing rapidly. The next day, students at MIT wrote their own program and the poll became a contest between voting "bots." MIT finished with 21,156 votes, Carnegie Mellon with 21,032 and every other school with less than 1,000. Can the result of any online poll be trusted? Not unless the poll ensures that only humans can vote.

Preventing Dictionary Attacks. CAPTCHAs can also be used to prevent dictionary attacks in password systems. The idea is simple: prevent a computer from being able to iterate through the entire space of passwords by requiring it to solve a CAPTCHA after a certain number of unsuccessful logins. This is better than the classic approach of locking an account after a sequence of unsuccessful logins, since doing so allows an attacker to lock accounts at will. 

Search Engine Bots. It is sometimes desirable to keep webpages unindexed to prevent others from finding them easily. There is an html tag to prevent search engine bots from reading web pages. The tag, however, doesn't guarantee that bots won't read a web page; it only serves to say "no bots, please." Search engine bots, since they usually belong to large companies, respect web pages that don't want to allow them in. However, in order to truly guarantee that bots won't enter a web site, CAPTCHAs are needed.

Worms and Spam. CAPTCHAs also offer a plausible solution against email worms and spam: "I will only accept an email if I know there is a human behind the other computer." A few companies are already marketing this idea.

If your website needs protection from abuse, it is recommended that you use a CAPTCHA. There are many CAPTCHA implementations, some better than others. The following guidelines are strongly recommended for any CAPTCHA code:

Accessibility. CAPTCHAs must be accessible. CAPTCHAs based solely on reading text — or other visual-perception tasks — prevent visually impaired users from accessing the protected resource. Such CAPTCHAs may make a site incompatible with Section 508 in the United States. Any implementation of a CAPTCHA should allow blind users to get around the barrier, for example, by permitting users to opt for an audio or sound CAPTCHA.

Image Security. CAPTCHA images of text should be distorted randomly before being presented to the user. Many implementations of CAPTCHAs use undistorted text, or text with only minor distortions. These implementations are vulnerable to simple automated attacks. 

Script Security. Building a secure CAPTCHA code is not easy. In addition to making the images unreadable by computers, the system should ensure that there are no easy ways around it at the script level. Common examples of insecurities in this respect include: (1) Systems that pass the answer to the CAPTCHA in plain text as part of the web form. (2) Systems where a solution to the same CAPTCHA can be used multiple times (this makes the CAPTCHA vulnerable to so-called "replay attacks"). Most CAPTCHA scripts found freely on the Web are vulnerable to these types of attacks. 

Security Even After Wide-Spread Adoption. There are various "CAPTCHAs" that would be insecure if a significant number of sites started using them. An example of such a puzzle is asking text-based questions, such as a mathematical question ("what is 1+1"). Since a parser could easily be written that would allow bots to bypass this test, such "CAPTCHAs" rely on the fact that few sites use them, and thus that a bot author has no incentive to program their bot to solve that challenge. True CAPTCHAs should be secure even after a significant number of websites adopt them.

Existing System:
· The random numbers method

· The contact form method

· The security code method
The random numbers method:
The form for entering data has besides the standard entry fields several fields where the user can enter the results of some arithmetic operations. The caption with such a field could be: “Enter the sum of the numbers A and B” where A and B are randomly generated numbers. If the user does not enter the correct sum, the data are not sent for further processing. It would be helpful if the operation too could be randomly generated.
The contact form method:
With this method the e-mail address is shown through an image, mostly in gif format. To enable the sending of an email by a click on the image it is necessary to create a script on the server side which shows the contact form to enter the contents of the email. After entering the content the form is sent to the address which is fed on the server  side, and by this, invisible to the client side, as well as not accessible for bots.
The security code method:
Web bots are scripts are driven by the PC. Unlike the  human eye, bots do not have the possibility of visually  viewing the web form. This advantage has to be made use  of when projecting the security of the form. The easiest  form can be described as follows: the web form contains  an entry field for entering the security code from the  picture. The code on the picture is a randomly generated  number. In the case of an incorrect code the script does  not process the data and redirects the user to a page to reenter the newly generated code. 

Proposed System:
Captcha is short for “Completely Automated Public Turing test to tell Computers and Humans Apart " – the acronym also reminds one of the term “to capture”.
Modules:

· Registration

· Login 

· Check Mail

· Write Mail

· Manage Addresses

· Mail Management

· Folder Management

· Password Management 
Registration:

This module deals with the part of user creation.   The system should identify the user uniquely so that privacy can be managed and right data reaches the right user.   So each user should have an id through which they can login and process their data.   This id will be created in registration process.
This project is a solution for improving the security of web forms from web bots (robots). This project delivers the best result than the existing system. The emphasis is on the CAPTCA (Completely Automated Public Turing test to tell Computers and Humans Apart) method that is most often used method. We are implementing a security method in java web programming.
Login:


This is the process where the user gets access to the data, which he/she stored.   In order to maintain the privacy, the id and password will be taken here and if they are correct the user will enter into the system.

Check Mail:


Here the user is able to read the data/information present in the mailbox.   User can also refer the previous mails if they are not deleted.

Write Mail:


When a user want to send some information to other users, this feature will be very much useful.

Manage Addresses:


This module helps the user in such a way that all the contacts can be maintained and can be kept as a reference.

Mail Management:


This module enables the user to keep mails of different categories in different folders.

Folder Management:


This is very much useful for a user to maintain their folders and helps in mail management.

Password Management:


In order to maintain the privacy, user should provide a password to the system to protect the data.   In this the user can change the password time to time.

HARDWARE AND SOFTWARE MAPPING
· Language

:
Java (JDK1.5.0_06)

· Operating System
: 
Microsoft Windows Xp Service Pack 2

· Server


:
Apache Tomcat 6.0

· Processor

: 
Intel Pentium 4 

· RAM


:
256 MB 

· Hard Disk

:
40 GB
· DataBase

:
Oracle10g
